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Abstract. This research explores the intricate relationship between digital citizenship, moral development, and 

family-based character education, focusing on integrating technology. Employing a library research approach 

and descriptive analysis method, the study delves into existing literature to investigate the impact of technology-

based interventions on parental influences in shaping children's ethical decision-making in the digital age. The 

research addresses three primary questions: (1) How does incorporating technology in family-oriented 

character education programs impact children's formation and reinforcement of moral values and digital 

citizenship skills compared to traditional methods? (2) What are the key challenges and opportunities families 

face when leveraging technology for character education, and how do these factors influence the effectiveness 

of moral development within the familial environment? (3) In what ways do parental involvement and modelling 

of digital behaviours shape children's ethical decision-making and online conduct, and how can technology-

based interventions enhance or alter these parental influences on their children's moral development and digital 

citizenship? Through a comprehensive review of theoretical frameworks, empirical studies, and technology 

integration models, this research aims to provide valuable insights into the evolving dynamics of character 

education within the digital landscape. 
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INTRODUCTION 

In today's interconnected digital world, the amalgamation of technology and family-

based character education raises critical debates and paradoxes concerning shaping digital 

citizenship and moral development in children. As digital interfaces permeate various aspects 

of daily life, their impact on ethical values and the cultivation of responsible digital 

behaviours within the familial context has sparked considerable discourse among scholars 

and practitioners. This research explores the multifaceted interactions between technology 

integration and familial character education and its implications for fostering digital 

citizenship and moral development in children. 

The fusion of technology with family-oriented character education has sparked 

contrasting viewpoints regarding its effects on children's moral values and digital skills. 

Some argue that technological integration enhances accessibility to diverse learning 

resources, encouraging critical thinking and global awareness (Bingimlas, 2009; Ghavifekr & 

Rosdy, 2015; lai, 2011; Thaiposri & Wannapiroon, 2015). However, others raise concerns 

about potential detrimental effects, such as erasing interpersonal skills and ethical values due 

to excessive screen time and exposure to inappropriate content (See also Reid, 2016; Hale & 

Guan, 2015; Livingstone & Blum-Ross, 2020). This debate underscores the need for a 
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comprehensive examination of the impact of technology on moral development within 

family-based character education programs. 

Amid this discourse, a paradox emerges concerning the utilization of technology as a 

tool for promoting and hindering children's moral development. While digital platforms offer 

avenues for interactive learning and engagement, they concurrently present challenges such 

as cyberbullying, misinformation, and the blurring of ethical boundaries in online 

interactions. This paradox accentuates the complex landscape in which technology operates 

within family dynamics, necessitating a deeper exploration of the balance between its 

positive and negative influences on children's moral growth. 

This research addresses these debates and paradoxes by examining three primary 

research questions. Firstly, it aims to investigate how integrating technology in family-based 

character education programs influences children's formation and reinforcement of moral 

values and digital citizenship skills compared to conventional pedagogical methods. Research 

by Friedman and Hendry (2019), Verbeek (2011), Hirsch et al. (2003) highlights the need to 

understand the nuanced effects of technology in shaping moral character within familial 

settings. Secondly, the research explores families' key challenges and opportunities when 

leveraging technology to nurture digital citizenship and moral development. The digital 

landscape presents many challenges, including privacy, online safety, and equitable access to 

educational resources (Livingstone,  2006; Grant, 2009; Steinberg, 2016). Simultaneously, it 

offers opportunities for global connectivity and the cultivation of critical digital literacy—a 

juxtaposition that demands thorough investigation. Lastly, the study explores the intricate 

relationship between parental involvement, digital behaviours, and their influence on 

children's ethical decision-making and online conduct. Prior research by Clark (2011), 

Livingstone et al. (2015; 2017), and Buckingham (2013) underscores the pivotal role of 

parental guidance in shaping children's digital behaviours and moral compass, emphasizing 

the need to understand how technology-based interventions could augment or modify 

parental influences within the digital realm. 

This research's significance lies in its potential to inform educators, policymakers, and 

families about effective strategies and interventions to navigate the complexities of digital 

citizenship and moral development within family-based character education. By addressing 

these research questions, this study aims to contribute nuanced insights into leveraging 

technology to foster ethical values and responsible digital conduct in children, navigating the 

challenges, and optimizing the opportunities presented within the digital landscape. 
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LITERATURE REVIEW 

1. Digital Citizenship: Conceptual Frameworks and Dimensions 

Digital Citizenship within family-based character education encompasses a 

multifaceted concept that integrates ethical values, responsible digital behaviour, and 

active participation in the digital realm. Various scholars have attempted to define and 

establish the parameters of Digital Citizenship in this context. Ribble (2015) 

defines Digital Citizenship as the "norms of appropriate, responsible behaviour about 

technology use." Also, digital citizenship is defined by Ribble, Bailey, and Ross as "the 

rules of behaviour with reference to technology use." In this context, it involves the 

development of skills encompassing critical thinking, ethical decision-making, digital 

literacy, and online safety within familial environments. Expanding upon this definition, 

Ribble emphasizes the importance of integrating these principles into character education 

within families, highlighting the need to instil responsible digital practices alongside moral 

values. 

The key components and models of Digital Citizenship development elucidate the 

comprehensive nature of this construct. Scholars like Ribble (2015) have proposed a 

framework consisting of nine elements: digital access, digital commerce, digital 

communication, digital literacy, digital etiquette, digital law, digital rights and 

responsibilities, digital health and wellness, and digital security. This framework outlines 

the diverse facets necessary for a holistic understanding of Digital Citizenship, 

emphasizing technical proficiency and ethical, social, and legal dimensions essential 

within family-based character education. 

Theoretical perspectives on Digital Citizenship and its significance in moral 

development highlight the interplay between technological proficiency and ethical growth. 

Researchers such as Mossberger (2007), Choi et al. (2017); Kim and Choi (2018), Suson 

(2019), Cortesi (2020) suggest that Digital Citizenship manifests traditional citizenship in 

the digital age. The principles and values of good citizenship in traditional society should 

also apply in the digital realm. In traditional citizenship, individuals are expected to 

contribute positively to their community, uphold certain ethical standards, and respect the 

rights and well-being of others. Similarly, in the digital age, digital citizenship involves 

behaving ethically, respecting the rights and privacy of others online, and contributing 

positively to the digital community. This includes using technology responsibly, being 

mindful of digital etiquette, protecting personal information, and engaging in online spaces 

with integrity. They posit that technology usage necessitates the acquisition of ethical 
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values and critical thinking skills. Furthermore, from the standpoint of moral development, 

Kohlberg's theory of moral reasoning and Piaget's stages of cognitive development 

underscore the role of Digital Citizenship in facilitating the advancement of moral 

judgment in children within digital spaces (Hollandsworth et al., 2011). 

2. Moral Development Theories and Family Dynamics 

Moral development theories provide a framework for understanding how 

individuals acquire and internalize ethical principles over time. One of the most prominent 

theories is Lawrence Kohlberg's stages of moral development. Kohlberg proposed a six-

stage model organized into three levels: pre-conventional, conventional, and post-

conventional morality. This theory suggests that moral reasoning evolves through these 

stages, progressing from self-interest to conformity with societal norms and eventually to 

principles of justice and universal ethics (Kohlberg, 1969; See also Lapsley, 2006; Nucci 

& Gingo, 2010). Similarly, Carol Gilligan's theory of moral development highlights 

gender differences, emphasizing the importance of care-based ethics, relational values, and 

interconnectedness in ethical decision-making, particularly among women (Gilligan et al., 

1971; Gilligan, 1982). These theories provide a foundation for comprehending the 

progression of moral reasoning and ethical growth in individuals. 

The family environment serves as a crucial context for developing and reinforcing 

moral values and behaviours in children. Researchers such as Maccoby (1994),  Kurdi 

(2022), Putra (2020), Khoironi (2017), Kurdi (2022), Dwiyanti (2013) assert that families 

play a pivotal role in shaping children's moral development through various mechanisms, 

including parental modelling, communication patterns, discipline strategies, and value 

transmission. The quality of parent-child interactions, parental warmth, and 

responsiveness significantly influence children's moral understanding and behaviour 

(Hoffman, 1975; Siegal & Francis, 1982; Laible et al., 2019). Furthermore, family 

dynamics, such as cohesion, conflict resolution, and moral discussions, contribute 

significantly to children's ethical growth and understanding of moral principles within 

their immediate environment. 

The interplay between parental influences and children's moral development 

underscores the intricate relationship between parental guidance and the cultivation of 

ethical values in children. Parental influences manifest through direct instruction, moral 

conversations, disciplinary practices, and the modelling of ethical behaviours. Researchers 

such as Garcia (2020), Hawkins (2005), Berkowitz and Grych (1998), Frabutt (2001), 

Ladd and Kochenderfer-Ladd (2019), Sarwar (2016), Tan and Yasin (2020) emphasize the 
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significance of authoritative parenting styles characterized by warmth, clear expectations, 

and reasoning in fostering children's moral development. Additionally, parental values and 

beliefs profoundly shape children's ethical framework, as children often internalize and 

emulate parental attitudes and behaviours (See also Karmakar, 2015; Pinquart & Fischer, 

2022). This interplay between parental influences and children's moral development 

highlights the critical role of family dynamics in instilling ethical principles and 

behaviours in children. 

3. Technology Integration in Family-Based Character Education 

Technology integration in family-based character education encompasses various 

approaches to merging technological tools with moral education programs. Researchers 

have outlined diverse strategies for incorporating technology into moral education. For 

instance, interactive digital platforms, such as gamification and immersive simulations, 

offer engaging methods to impart moral lessons and ethical decision-making skills to 

children (Pellegrino, 2014; Saleme, 2022; Kurdi, 2022; Lin et al., 2022). Additionally, 

utilising online resources, educational apps, and multimedia platforms effectively 

facilitates discussions on moral dilemmas and values within the familial context. These 

approaches align with utilizing technology to augment traditional pedagogical methods, 

offering innovative avenues to instil moral virtues and digital citizenship skills. 

The impact of technology on family dynamics and communication patterns has 

garnered significant attention in scholarly discourse. Research suggests that technology 

integration within family environments can influence communication dynamics and social 

interactions among family members. Studies by Kildare and Middlemiss (2017) and Van 

Hook (2018) reveal that technology usage, particularly excessive screen time or digital 

device distractions during family interactions, can potentially disrupt the quality of 

familial relationships. On the contrary, technology can also facilitate family 

communication by enabling distant interactions, fostering shared activities, and 

encouraging collaborative learning experiences (Caballé et al., 2010; Raffle et al., 2010; 

Yuill, 2013; Liu et al., 2013 Livingstone & Third, 2017). The complex interplay between 

technology and family dynamics underscores the need for a balanced approach to leverage 

technology's potential while mitigating its adverse effects on familial relationships. 

Challenges and opportunities associated with implementing technology in 

character education at home highlight the nuanced landscape of technological integration 

within family-based moral education. Challenges include concerns related to digital 

addiction, online safety, privacy, cyberbullying, and the digital divide, which can hinder 
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the effective utilization of technology for moral development (Wisniewski et al., 2013; 

2014; Kurdi, 2021, Eryadini, 2021; Susanto, 2022; Jolls, 2008; Hiniker et al., 2016). 

Moreover, discrepancies in access to technology and varying levels of digital literacy 

among families pose challenges in ensuring equitable opportunities for all children. 

However, amidst these challenges, technology offers opportunities for personalized 

learning experiences, access to diverse resources, and the development of critical thinking 

and problem-solving skills (Apriani, 2016; Grant & Basye, 2014; DeRoche & Williams, 

2001). Addressing these challenges while capitalizing on the opportunities is imperative 

for creating an effective framework for integrating technology into character education 

within familial settings. 

4. Empirical Studies on Digital Citizenship and Moral Development 

Empirical studies examining the relationship between technology and moral 

development shed light on how technology influences moral values and decision-making 

in children. According to research findings by Funk (2005), Browne and Hamilton-

Giachritsis (2005), Kenwright (2018), Content (2015), Kiesler et al. (2012), Sicert (2011), 

Gentile et al. (2007) prolonged exposure to violent or unethical content in digital 

environments –even games – can desensitize children to moral issues and lead to a 

blurring of ethical boundaries. Contrarily, other studies, such as those by Vaala and 

Bleakley (2015), Rekus (1991), Mulyani et al. (2017),  Aiola (2014), Di Blas and Ferrari 

(2014), Cain and Smith (2009) highlight that technology-enabled moral education 

interventions, like digital storytelling or online discussions on ethical dilemmas, can 

significantly enhance children's moral reasoning abilities and empathetic responses. These 

findings illustrate the multifaceted impact of technology on moral values, indicating both 

potential risks and opportunities in shaping children's ethical understanding through digital 

platforms. 

Moreover, the effects of technology use on digital literacy and ethical 

understanding in children are intricately linked. Research by Bajovic and Elliott (2011), 

Harrison and Polizzi (2022), Livingstone and Helsper (2007) emphasizes the critical role 

of digital literacy skills in navigating the complexities of online environments and making 

informed ethical judgments. Enhancing digital literacy involves technical proficiency and 

the ability to critically evaluate and interpret online information, discern ethical 

implications, and participate responsibly in digital spaces. Studies have shown that 

integrating technology into character education can enhance digital literacy skills while 

fostering ethical understanding and responsible online behaviour (Yulia et al., 2022; 
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Mubarok, 2019; Apriani, 2016; Kumpulainen, 2020). This confluence between technology 

use, digital literacy, and ethical understanding underscores the potential synergy between 

these domains for comprehensive moral development in children. 

Comparative analyses between traditional methods and technology-enabled 

character education offer insights into the effectiveness of these approaches in fostering 

moral development. Technology-enabled character education programs can yield 

comparable or even superior outcomes in promoting moral reasoning and ethical decision-

making. Technology-enabled interventions' interactive and immersive nature allows for 

experiential learning and engagement, facilitating deeper reflection on moral dilemmas 

and values. One example of this is using interactive online platforms that present ethical 

scenarios or dilemmas to learners. These platforms often incorporate multimedia elements, 

such as videos or interactive simulations, to engage participants in a more immersive and 

dynamic learning experience. Through these technology-enabled programs, learners can 

actively navigate and make decisions in various ethical situations, allowing for a hands-on 

and personalized approach to moral development. The interactive nature of technology can 

enhance engagement, critical thinking, and reflection, potentially leading to more 

profound insights and a better understanding of ethical principles. This suggests that, when 

well-designed and implemented, technology-enabled character education can offer 

outcomes comparable to, if not exceeding, those achieved through traditional educational 

methods. 

However, caution is necessary, as some studies also suggest that over-reliance on 

technology without adequate guidance or reflection may diminish the effectiveness of 

character education programs. While technology can be a valuable tool, some studies 

indicate that an over-reliance on technology might compromise its effectiveness, 

particularly in the absence of proper guidance or reflective components (See also 

Grissinger, 2019; Jolls, 2008; Lee, 2013; Ghafar, 2015; Bergen & Davis, 2011). For 

instance, if a program heavily relies on gamified content or interactive modules without 

providing opportunities for meaningful reflection or discussion, learners or children may 

engage with the material superficially, missing out on the depth of moral reasoning and 

ethical understanding. This highlights the importance of balancing technology with 

thoughtful pedagogical strategies to ensure that the educational objectives of character 

education, such as fostering moral development, are not overshadowed by the allure of 

technology. It emphasizes the need for a holistic approach that combines the strengths of 

technology with effective guidance and reflective components to optimize the impact of 
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character education programs. Therefore, while technology presents promising avenues for 

enhancing moral development, its integration should be complemented by thoughtful 

pedagogical approaches and reflective practices. 

5. Parental Involvement and Influence in Digital Citizenship Education 

Parental guidance plays a pivotal role in fostering digital citizenship skills in 

children within the contemporary technological landscape. Parental involvement 

significantly influences children's digital behaviours, shaping their understanding of 

ethical conduct and responsible use of technology (See also Nouwen, 2017). Livingstone, 

2019; 2020). Parents are primary role models and educators, imparting critical lessons on 

online safety, privacy, respectful communication, and ethical decision-making. 

Furthermore, scholars like Zevenbergen (2007), Maureen (2018),  Marsh (2005), Erstand 

and Gillen (2019) highlight the importance of initiating conversations about digital literacy 

and digital citizenship early in a child's development, stressing the need for parental 

guidance to instil these principles effectively. 

Parental mediation strategies and practices are central to guiding children's online 

behaviour and cultivating digital citizenship skills. Studies by Livingstone and Helsper 

(2008) categorize parental mediation into three main approaches: active mediation, 

restrictive mediation, and co-use mediation. Active mediation involves discussions and 

guidance about online content, while restrictive mediation involves limiting access to 

certain content or platforms. Co-use mediation involves joint participation and supervision 

of online activities. These strategies are essential in guiding children's digital experiences, 

facilitating positive engagement, and nurturing responsible digital behaviour aligned with 

ethical principles. 

However, challenges and implications arise concerning parental involvement in 

technology-based moral education. The rapid evolution of digital technologies often 

outpaces parents' knowledge and understanding of emerging online platforms and risks, 

posing challenges in effectively guiding children's digital behaviours (Livingstone & 

Haddon, 2009). The digital generation gap between parents and children may also lead to 

varying perceptions of online risks and appropriate behaviours, necessitating ongoing 

dialogue and education within families (Lauman, 2002; Swift & Taylor, 2003; Chassiakos 

et al., 2016). The implications of parental involvement in technology-based moral 

education underscore the need for continuous learning and adaptability among parents to 

navigate the evolving digital landscape and effectively guide children in practising digital 

citizenship. 
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RESEARCH METHOD 

A library research approach employing descriptive analysis is utilized research (See 

also Zed, 2008). This method is chosen due to its effectiveness in systematically reviewing 

and synthesizing existing literature (Khatibah, 2011), allowing for a comprehensive 

understanding of the topic's multifaceted aspects. Descriptive analysis enables a detailed 

examination of diverse perspectives, trends, and debates surrounding digital citizenship, 

moral development, and technology integration within family-oriented character education. 

The literature search involves accessing various scholarly databases including but not limited 

to PubMed, PsycINFO, ERIC, Google Scholar, and academic journals. Keywords such as 

"digital citizenship," "moral development," "technology integration," "family-based character 

education," and combinations thereof guide the search strategy. Boolean operators (AND, 

OR, NOT) refine the search and directly identify relevant literature addressing the research 

questions. Inclusion criteria for the literature focus on peer-reviewed articles, books, and 

research studies published that emphasizes empirical studies, theoretical frameworks, case 

studies, and meta-analyses that specifically discuss the impact of technology on moral 

development and digital citizenship within familial contexts. Exclusion criteria involve 

materials needing more empirical evidence, duplicates, and those not directly related to the 

research questions. 

The selection process entails an initial screening of titles and abstracts to identify 

relevant articles based on the predetermined inclusion criteria. Subsequently, selected articles 

are thoroughly read, and their content is evaluated to ascertain their suitability for the 

research objectives. Relevant information, key findings, methodological approaches, and 

theoretical frameworks from the chosen literature are synthesized and organized thematically 

to provide a comprehensive overview and descriptive analysis. The research literature 

involves a sequence of tasks associated with gathering data through various methods, 

reviewing literature, and documenting and analyzing information from library resources 

(Khatibah, 2011). A library research approach and descriptive analysis method enable the 

systematic exploration and synthesis of existing literature on digital citizenship, moral 

development, and technology integration within family-based character education. This 

methodological framework facilitates the identification of trends, debates, and gaps in current 

literature, offering insights to inform and guide discussions, recommendations, and future 

research endeavours in this domain.  
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FINDINGS AND DUSCUSSION  

Impact of Tech in Family Character Education on Children's Morals and Digital Skills 

Incorporating technology into family-oriented character education programs 

profoundly impacts the formation and reinforcement of moral values and digital citizenship 

skills in children compared to traditional methods: 

1. Interactive Learning Platforms 

Integrating technology into family-oriented character education programs 

revolutionizes the learning experience by introducing interactive and engaging platforms. 

Unlike traditional methods, technology offers various educational apps, online resources, 

and digital tools that employ multimedia, simulations, and gamified content to explore and 

convey moral values. For instance, consider an educational app that uses interactive 

simulations or storytelling techniques to present moral dilemmas, allowing children to 

navigate these scenarios and make decisions, thus actively engaging them in learning. 

An illustrative example could be an online platform that utilizes gamification to 

teach digital citizenship and ethical decision-making. Through an interactive game, 

children are presented with various scenarios where they must make choices reflecting 

moral values. These scenarios might involve dilemmas related to online behaviour, 

cyberbullying, or internet safety. By engaging in such activities, children understand the 

consequences of their choices and internalize moral principles in a more interactive and 

memorable way compared to traditional lectures or readings. This dynamic engagement 

enhances children's receptiveness and understanding of moral principles by making the 

learning experience more enjoyable, immersive, and impactful. 

2. Diverse and Personalized Learning 

Integrating technology in family-oriented character education programs 

significantly transforms the learning landscape by offering children a more diverse and 

personalized educational experience. Unlike traditional methods, technology enables 

children to access many resources tailored to their unique learning styles and preferences. 

For instance, educational apps, online forums, videos, and podcasts present multifaceted 

content that caters to different interests and approaches to learning. This multimedia 

content exposes children to perspectives on moral values and ethical dilemmas, fostering 

critical thinking and nuanced understanding. 

For example, consider an interactive online platform designed for character 

education that offers a range of resources, such as videos depicting real-life scenarios, 

podcasts discussing moral dilemmas, and interactive discussion forums. A child inclined 
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towards visual learning might engage more deeply with the video content showcasing 

ethical situations, while an auditory learner might resonate better with the podcasts 

discussing moral values. Additionally, the forums provide opportunities for diverse 

perspectives and discussions, encouraging children to consider multiple viewpoints. 

Through this diverse and personalized approach enabled by technology, children can 

explore moral values in ways that resonate with their learning preferences, fostering 

deeper comprehension and critical thinking about ethical dilemmas. This personalized 

learning environment extends beyond traditional classroom settings, providing a rich and 

multifaceted learning experience conducive to moral development and digital citizenship 

skills. 

3. Human Interaction and Role Modeling 

The reliance on direct human interaction and role modelling in traditional character 

education methods involving parents, teachers, and community figures is fundamental for 

imparting moral values through personal connections and real-life examples. These role 

models support children's moral development by offering face-to-face interactions, 

mentorship, and direct guidance. Through these interactions, children learn about moral 

principles and witness their application in real-world scenarios, fostering empathy and 

interpersonal skills. Moreover, the immediate feedback and emotional connections derived 

from personal interactions play a pivotal role in shaping children's moral compass, 

providing nuanced insights and a deeper understanding of ethical behaviours. 

For example, consider a traditional character education program where parents 

discuss moral values, such as honesty or kindness, during dinner time. During these 

conversations, parents share personal experiences or stories that illustrate the importance 

of these values in daily life. Through these interactions, children learn about the values 

and witness their parents' embodiment of these principles. The emotional connection and 

direct involvement in these discussions offer children immediate feedback and a firsthand 

experience of applying moral values, fostering their moral development through personal 

connections and real-life examples. 
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Picture 1. Impact of Tech in Family Character Education on 

Children's Morals and Digital Skills 

4. Development of Digital Citizenship Skills 

The integration of technology in family-oriented character education programs 

emphasises moral values and addresses the crucial aspect of developing digital citizenship 

skills in children. Children acquire essential competencies to navigate the digital landscape 

responsibly through digital tools and educational resources. They learn to discern between 

credible and misleading information, understand the importance of online privacy and 

security, and cultivate respectful and ethical behaviour in online interactions. For instance, 

interactive modules or courses specifically designed for digital citizenship education can 

simulate various online scenarios, teaching children about the implications of their actions 

online and guiding them towards responsible online conduct. 

An illustrative example might involve an online platform or app dedicated to 

teaching digital citizenship to children. This platform could include modules on 

cybersecurity, privacy settings, recognizing online threats like phishing, and promoting 

respectful communication in digital spaces. Children learn about safe online practices 

through interactive tutorials or gamified content and engage in scenarios that simulate 

Technology 
incorporation in family-
oriented character 
education programs 
introduces interactive 
and engaging learning 
platforms. Educational 
apps, online resources, 
and digital tools provide 
dynamic methods to 
explore and understand 
moral values. These 
tools present ethical 
concepts through 
multimedia, 
simulations, and 
gamified content, 
fostering deeper 
engagement and 
enhancing children's 
receptiveness and 
understanding of moral 
principles. 

Interactive 
Learning 
Platforms 

Technology integration 
offers a diverse and 
personalized learning 
environment. Children 
access various 
resources through 
digital tools suited to 
their learning styles and 
preferences. 
Multimedia content, 
such as videos, 
podcasts, and forums, 
cater to various 
interests, facilitating a 
deeper comprehension 
of moral values and 
encouraging critical 
thinking by exposing 
children to different 
perspectives on ethical 
dilemmas. 

Diverse and 
Personalized 

Learning 

Traditional methods 
rely on direct 
interaction and role 
modelling. Parents, 
teachers, and 
community figures are 
moral role models, 
imparting values 
through face-to-face 
interactions, 
mentorship, and real-
life examples. This 
interpersonal 
engagement fosters 
empathy and 
interpersonal skills in 
children, offering 
immediate feedback 
and emotional 
connections that 
contribute to moral 
development. 

Human 
Interaction 

and Role 
Modeling 

Technology integration 
introduces children to 
digital citizenship skills 
alongside moral values. 
It equips them to 
navigate online spaces 
safely, understand 
digital etiquette, 
discern credible 
information, and 
practice responsible 
online behaviour. This 
integration addresses 
contemporary needs, 
preparing children to 
engage ethically in the 
digital realm. 

Development of 
Digital 

Citizenship 
Skills 

Incorporating 
technology presents 
challenges, including 
the risk of overexposure 
to screens, access to 
inappropriate content, 
and the need for 
vigilant monitoring and 
guidance. Balancing 
technology use with 
appropriate supervision 
and guidance from 
parents, educators, and 
technology developers 
is essential to ensure 
digital tools' safe and 
constructive use for 
character education. 

Challenges and 
Risks 

Combining traditional 
methods with 
technology integration 
offers a hybrid 
approach. This 
amalgamation 
harnesses the strengths 
of direct human 
interaction while 
leveraging the benefits 
of technology-
enhanced learning. 
Merging both methods 
optimizes the formation 
of moral values and 
digital citizenship skills 
in children, potentially 
mitigating the 
limitations associated 
with each approach. 

Hybrid 
Approach for 

Comprehensive 
Learning 
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real-world digital dilemmas. This immersive approach equips them with the necessary 

skills and knowledge to navigate the digital world responsibly, addressing contemporary 

needs and preparing them to engage ethically and safely in the digital realm. 

5. Challenges and Risks 

Integrating technology in family-oriented character education programs introduces 

challenges and potential risks that require careful navigation. One significant challenge is 

the risk of overexposure to screens and excessive use of digital devices, which can 

adversely affect children's physical and psychological well-being. Moreover, the 

accessibility of inappropriate or harmful content online poses a concern, necessitating 

vigilance and measures to safeguard children from exposure to such content. Balancing the 

benefits of technology-enhanced learning with the risks requires a collaborative effort 

involving parents, educators, and technology developers. It necessitates implementing 

robust monitoring systems, parental controls, and age-appropriate content filters to ensure 

children's safe and constructive engagement with digital tools for character education. 

For example, consider an educational app designed for character education that 

offers interactive modules on moral values. While the app aims to educate children about 

ethics and digital citizenship, it also exposes them to potential risks such as excessive 

screen time or accidental access to inappropriate content if not adequately supervised. To 

address these risks, parents and educators might collaborate to set usage limits, establish 

guidelines for responsible digital behaviour, and periodically review the app's content and 

features to ensure its appropriateness for children. Implementing these measures enables a 

balanced approach where technology is a beneficial tool for character education while 

minimizing potential risks associated with its use. 

6. Hybrid Approach for Comprehensive Learning 

The hybrid approach, blending traditional methods with technology integration, 

presents a comprehensive framework for character education. This amalgamation 

capitalizes on the strengths of both methods, synergizing direct human interaction from 

traditional approaches with the advantages of technology-enhanced learning. For instance, 

combining face-to-face discussions or mentorship sessions with digital tools such as 

educational apps, online forums, or interactive platforms creates a multifaceted learning 

environment. This integration allows children to benefit from the emotional connections, 

role modelling, and immediate feedback offered by traditional methods while engaging 

with diverse, interactive content that technology provides, thus optimizing the learning 

experience. 
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An illustrative example is a character education program incorporating classroom 

discussions on moral values facilitated by teachers or parents and using digital resources 

for further exploration. For instance, after a face-to-face discussion about the importance 

of honesty, children could engage with an online platform offering interactive scenarios or 

games related to honesty and integrity. This hybrid model amalgamates the strengths of 

direct human interaction with the interactive and engaging features of technology, 

fostering a more comprehensive learning experience that optimizes the formation of moral 

values and digital citizenship skills in children while mitigating the limitations associated 

with relying solely on traditional or technological approaches. 

Tech Challenges and Opportunities in Family-based Moral Development 

Families encounter various challenges and opportunities when leveraging technology 

to foster digital citizenship and moral development among children. One significant challenge 

is managing and regulating screen time and digital device usage. Excessive screen time 

adversely affects children's health, including sleep disturbances, sedentary behaviour, and 

potential cognitive and emotional development issues (Twenge & Campbell, 2018; Lissak, 

2018; Stiglic & Viner, 2019; Domoff et al., 2019). Balancing the utilization of technology for 

educational purposes while ensuring that it does not compromise overall well-being poses a 

challenge for families. Moreover, the digital divide persists as an obstacle, as not all families 

have equal access to technology and high-quality educational resources, potentially 

exacerbating disparities in learning opportunities among children (Van Dijk, 2020). 

Another challenge revolves around the evolving nature of technology, making it 

challenging for parents to keep pace with rapid changes and understand new digital platforms 

or social media trends. This lack of digital literacy among parents hinders their ability to 

effectively guide children in navigating the digital world safely and responsibly (Romero, 

2014; López, 2017). Additionally, exposure to inappropriate or harmful content online 

remains a concern. Despite parental controls and filters, children may still inadvertently 

access content that contradicts the values parents aim to instil, necessitating continuous 

vigilance and open communication within the family (Livingstone & Haddon, 2009; Clark, 

2011). 

Conversely, leveraging technology offers various opportunities for families to 

cultivate digital citizenship and moral development among children. One significant 

opportunity lies in the accessibility of diverse educational resources and online tools that 

facilitate learning about moral values and responsible online behaviour. Educational apps, 

interactive websites, and digital platforms provide engaging and diverse content tailored to 
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children's learning needs, offering ample opportunities for fostering digital literacy and 

ethical understanding (McDougall, 2011; Nascimbeni & Vosloo, 2019). Additionally, the 

potential for remote learning and online educational programs allows families to access 

resources and expertise beyond their geographical boundaries, enabling a more inclusive 

approach to character education and moral development. 

Moreover, technology provides a platform for parents and children to engage in 

meaningful discussions about digital citizenship and moral values. Utilizing digital tools, 

families can initiate conversations, share experiences, and address ethical dilemmas together, 

fostering stronger family bonds while addressing crucial aspects of digital citizenship (See 

also Gonzalez-DeHass et al., 2022). Furthermore, the capacity for personalized learning 

experiences through technology allows families to cater to individual learning styles and 

preferences, promoting a more engaging and tailored approach to character education (See 

also Grant, 2009; Jolls, 2008). However, these opportunities are not without challenges. 

While technology opens doors to a wealth of resources, online information may overwhelm 

families, making it challenging to discern credible sources from misinformation or unreliable 

content. This abundance of information also complicates identifying suitable digital tools or 

educational apps aligned with character education goals. Additionally, privacy and security 

concerns in online environments pose a significant challenge. Families must navigate the 

complexities of safeguarding personal information and ensuring online safety while engaging 

in digital platforms for character education (Maurer, 2021; Garon, 2022). Influence from 

external factors, such as peer interactions and online communities, presents both challenges 

and opportunities for families. While digital platforms allow children to connect with peers 

and diverse communities, thereby broadening their perspectives and fostering collaborative 

learning experiences, the influence of these external sources on children's moral development 

and digital behaviours may sometimes conflict with family values or guidelines. Striking a 

balance between the influence of peers and external communities with the values upheld 

within the familial environment becomes crucial for effective character education. 

Moreover, the influence of technology on family dynamics requires careful 

consideration. While technology can facilitate family interactions and shared activities, it can 

also lead to potential negtaive impact - distractions and fragmented attention - within the 

family unit (See also Reis, 2021; Gutierrez, 2022, Nursyifa, 2019). Thus, the challenge lies in 

utilizing technology to strengthen familial relationships while ensuring that it does not detract 

from quality family time or hinder effective communication among family members. 
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Families' challenges and opportunities when leveraging technology for character 

education and digital citizenship underscore the complex landscape of navigating the digital 

realm within the familial environment. Balancing the potential of technology-enhanced 

learning with mitigating associated risks requires continuous effort, digital literacy 

development among both parents and children, open communication within the family, and 

proactive engagement with technological tools and resources aligned with character 

education goals (See also Putri, 2018; Adzim, 2021; Kurdi, 2022; Chassiakos et al., 2016; 

Van Dijk, 2020). Addressing these challenges while leveraging the opportunities offered by 

technology can significantly influence the effectiveness of character education within 

families, ultimately fostering ethical values and responsible digital behaviours in children. 

The challenges and opportunities presented by leveraging technology profoundly 

impact the effectiveness of character education within the familial environment. Excessive 

screen time and digital device usage, one of the challenges families face, can impede the 

efficacy of character education efforts. Research has indicated a correlation between 

increased screen time and adverse effects on children's physical and mental health 

(Domingues‐Montanar, 2017; Lissak, 2018). Balancing technology use is essential to 

maintain a conducive environment for family character education. Excessive screen time 

might detract from valuable family interactions and hinder opportunities for discussions on 

moral values. However, leveraging technology presents opportunities to engage children in 

meaningful discussions and activities centred around character education, strengthening 

familial bonds and enhancing the effectiveness of imparting moral values. 

The evolving nature of technology poses a challenge for parents in keeping up with 

rapid changes and understanding new digital platforms or social media trends. Limited digital 

literacy among parents can impact their ability to guide children effectively in the digital 

world (See also research by Fransori, 2019; Jati, 2021; Livingstone & Helsper, 2007). This 

challenge can be mitigated by empowering parents through digital literacy programs or 

workshops designed to enhance their understanding of digital tools and their implications on 

children's moral development. Consequently, by improving parental digital literacy, families 

can leverage technology more effectively for character education, maximizing its potential to 

impart ethical values and reinforce digital citizenship skills in children. The risk of exposure 

to inappropriate or harmful content online remains a concern for families. Despite parental 

controls and filters, children may inadvertently access content that conflicts with the values 

parents aim to instil. This challenges families to foster open communication and proactive 

engagement in discussing online experiences and ethical behaviour. Effective parental 
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involvement and open dialogue about online content and behaviour can significantly 

influence children's understanding of ethical conduct in the digital realm. 

Conversely, technology offers families opportunities to engage in collaborative 

learning experiences, utilizing diverse educational resources and online tools that facilitate 

discussions on moral values. Educational apps, interactive websites, and digital platforms 

provide engaging and diverse content tailored to children's learning needs, fostering digital 

literacy and ethical understanding (See also Hobbs, 2017; Banaszewski, 2005). This diversity 

of resources allows families to cater to individual learning styles and preferences, promoting 

a more engaging and personalized approach to character education. 

Furthermore, technology provides a platform for families to strengthen familial 

relationships while addressing critical aspects of digital citizenship and moral values. 

Utilizing digital tools, families can initiate conversations, share experiences, and address 

ethical dilemmas together, fostering stronger family bonds. By leveraging technology to 

enhance family interactions and discussions, parents can effectively reinforce moral values 

and digital citizenship skills in children (See also Third & Collin, 2016). However, the 

overwhelming abundance of information online may overwhelm families, making it 

challenging to discern credible sources from misinformation. This challenge emphasizes the 

need for critical thinking and digital literacy skills within the familial environment. 

Developing these skills can empower families to navigate the digital landscape effectively, 

distinguish reliable information from misleading content, and facilitate constructive 

discussions about digital ethics and responsible online behaviour. 

The influence of peer interactions and external communities on children's moral 

development and digital behaviours can pose challenges by conflicting with family values or 

guidelines. Striking a balance between the influence of peers and external communities with 

the values upheld within the familial environment is crucial (See also research by Soh et al., 

2018). Effective communication and parental guidance are pivotal in helping children 

navigate conflicting information or values encountered outside the family circle. 

The challenges and opportunities stemming from leveraging technology significantly 

influence the effectiveness of character education within the familial environment. Balancing 

the challenges presented by technology with the opportunities it provides requires active 

parental involvement, fostering open communication, and promoting digital literacy within 

families. Empowering parents with digital literacy skills enhances their ability to guide 

children effectively in the digital world, maximizing the potential of technology to reinforce 

ethical values and digital citizenship skills in children. Leveraging technology to facilitate 
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family discussions, collaborative learning experiences, and personalized educational 

resources can strengthen familial bonds and effectively impart moral values in the digital age. 

Parental Digital Influence and Tech's Role in Child Moral Development 

Parental involvement and modeling of digital behaviors influence children's ethical 

decision-making and online conduct, and this involvement can be observed from various 

aspects, including: 

Table 1. Factors Demonstrating Parental Influence on 

Children's Ethical Online Behaviour 
No Factors How does the factor work? Example 

1 Parental Role 

Modeling 

Parents play a crucial role in shaping 

children's digital behaviours and ethical 

decision-making by serving as role 

models. Research indicates that children 

often emulate their parents' online 

conduct and adopt similar digital 

behaviours (Livingstone & Helsper, 2007; 

Livingstone & Blum-Ross, 2020; Clark, 

2011). 

If parents prioritize privacy settings 

and exhibit responsible online 

behaviour, their children are likelier 

to adopt similar practices, learning 

ethical digital conduct through 

observation and emulation. 

2 Active 

Communication 

Engaging in open and ongoing 

discussions about digital conduct and 

ethical decision-making can positively 

influence children's behaviour. Research 

suggests that frequent conversations 

about online behaviour and setting 

guidelines contribute to children's 

understanding of appropriate digital 

conduct (See also Helsper & Eynon, 

2010; Sharples et al., 2009; Phippen, 

2016)  

Parents discussing the consequences 

of sharing personal information 

online or addressing cyberbullying 

incidents provide valuable insights 

that guide children's ethical 

decision-making in the digital space. 

3 Monitoring and 

Guidance 

Parental monitoring and guidance are 

essential factors shaping children's online 

conduct. Studies highlight that active 

parental supervision positively impacts 

children's adherence to online safety 

guidelines and ethical behaviour (See 

akso Livingstone & Haddon, 2009; 

Livingstone et al., 2011; Kurdi, 2022; 

Tennakoon et al., 2018; Kochanska & 

Aksan, 1995) 

Parents monitor children's Internet 

usage and help with guidance on 

discerning credible sources online in 

fostering ethical digital behaviour. 

4 Setting Boundaries 

and Rules 

Establishing clear boundaries and rules 

regarding screen time, online activities, 

and content consumption significantly 

impacts children's ethical decision-

making. Research shows that parental 

involvement in setting rules improves 

children's adherence to online safety 

guidelines (Chassiakos et al., 2016; Hill 

et al., 2016; Carlson et al., 2010). 

Parents setting guidelines on 

appropriate screen time and content 

access empowers children to make 

ethical decisions aligned with the 

established rules. 
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5 Digital Literacy 

Instruction 

Parental involvement in teaching digital 

literacy skills contributes significantly to 

children's ethical online conduct. 

Research indicates that parents offering 

guidance on verifying information 

sources and evaluating online content 

enhance children's digital literacy (See 

also Aryanto et al., 2020; Livingstone & 

Helsper, 2007). 

Parents teaching children to 

critically assess information found 

online aids in developing their 

ethical decision-making skills. 

 

6 Co-Engagement in 

Online Activities 

Participating in online activities together 

fosters ethical decision-making in 

children. Studies show that joint 

engagement in educational online content 

or gaming experiences allows parents to 

model ethical behaviour and reinforce 

positive digital conduct (See also Huda et 

al., 2017; Morgan, 2020; Richardson , 

2019; Livingstone & Haddon, 2009; 

Duerager & Livingstone, 2012). 

Parents engaging in online 

educational activities with their 

children reinforce ethical behaviours 

and facilitate discussions about 

responsible online conduct. 

7 Parental Support 

during Online 

Challenges 

Providing support and guidance during 

challenging online situations significantly 

influences children's ethical decision-

making. Research suggests that children 

seek parental support when encountering 

online dilemmas (See also Helsper & 

Eynon, 2010; Staksrud & Livingstone, 

2009; Hasson & Mesch, 2017).  

Parents offering guidance when 

children face cyberbullying 

incidents helps in developing ethical 

responses and coping mechanisms. 

8 Emphasizing 

Respectful Online 

Communication 

Parents emphasizing respectful 

communication in online interactions 

contribute to children's ethical conduct. 

Studies highlight that parental guidance 

on respectful behaviour positively 

influences children's online interactions 

(See also Blum-Ross & Livingstone, 

2016; Livingstone & Helsper, 2007; 

Valcke et al., 2010). 

Parents modelling respectful 

communication in online forums or 

social media platforms set examples 

for children to emulate. 

9 Feedback and 

Corrective 

Measures 

Offering constructive feedback and 

corrective measures when children exhibit 

inappropriate online behaviours aids in 

shaping ethical decision-making. 

Research suggests that parental 

involvement in addressing and rectifying 

unethical online behaviour promotes 

ethical conduct in children (See also 

Nensen et al., 2012; Chassiakos et al., 

2016; Livingstone & Helsper, 2008). 

Parents discussing the consequences 

of inappropriate online behaviour 

and implementing corrective 

measures contribute to children's 

understanding of ethical conduct. 

 

10 Consistent and 

Positive 

Reinforcement 

Providing consistent and positive 

reinforcement for ethical online behaviour 

reinforces children's decision-making. 

Studies show that praising and 

acknowledging children's adherence to 

online safety guidelines and ethical 

conduct reinforces positive behaviours 

(See also Brady, 2010; Livingstone & 

Helsper, 2007; Sharples et al., 2009; 

Chang, 2010; Livingstone & O’Neill, 

2014) 

parents praising children for 

adhering to set online rules 

encourage ethical decision-making 

in future online interactions. 
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Parental involvement and modelling of digital behaviours significantly influence 

children's ethical decision-making and online conduct. Through active communication, 

setting boundaries, teaching digital literacy, and positive role modelling, parents can 

effectively shape children's ethical behaviours in the digital realm. These efforts contribute to 

fostering responsible and ethical digital citizens. Technology-based interventions can 

significantly augment and transform parental influences on children's moral development and 

digital citizenship by providing innovative tools and platforms. Here is an exploration of how 

technology interventions can impact parental influence: 

Firstly, technology can extend parental guidance by offering educational resources 

and interactive tools that reinforce ethical values. Educational apps and online platforms 

curated for character education provide children access to diverse content aligned with 

parental values. For instance, parents leveraging educational apps that promote empathy or 

ethical decision-making supplement their guidance, reinforcing moral values outside 

traditional interactions. Secondly, technology facilitates active parental involvement in 

children's online activities, enabling real-time monitoring and guidance. Parental control 

features embedded in devices or applications allow parents to supervise online behaviour and 

enforce age-appropriate content restrictions. For example, parental controls on internet 

browsers can filter inappropriate content, extending parents' ability to regulate and guide 

children's online experiences. 

Furthermore, technology provides a platform for open communication and discussions 

within the family. Messaging apps or family-friendly social media platforms allow parents to 

engage in ongoing conversations about digital conduct and ethical dilemmas. Such platforms 

create opportunities for collaborative learning experiences, enabling parents to address online 

challenges and reinforce ethical decision-making skills in children. Moreover, technology 

interventions enhance children's digital literacy, complementing parental efforts in guiding 

responsible online behaviour. Digital literacy programs or online tutorials teach children 

critical thinking, discernment of credible information, and online safety practices. When 

parents actively support and reinforce these skills, technology becomes a valuable tool in 

shaping children's ethical digital citizenship. 

Another aspect where technology impacts parental influence is through modelling 

ethical behaviour. Parents demonstrating responsible and respectful online conduct set 

examples for children to emulate. For instance, parents participating in online forums or 

social media platforms with ethical behaviour model appropriate online interactions, 

reinforcing positive digital conduct in children. Furthermore, technology-based interventions 



 
The International Conference on Education, Social, Sciences and Technology (ICESST) 
Vol. 2 No. 2 July-December 2023 
e-ISSN: 2964-2671; p-ISSN: 2964-2701, Pages 483-512 
 

503 

 
 

 

facilitate joint participation in online activities between parents and children. Collaborative 

gaming experiences or educational platforms allow for shared engagement, enabling parents 

to model ethical decision-making and reinforce digital citizenship skills in interactive 

settings. This shared engagement augments parental influence by providing immediate 

guidance and feedback during online interactions. 

Moreover, technology interventions enable parents to address digital challenges 

effectively. Online resources and forums offer parents guidance on navigating complex 

online dilemmas, equipping them with strategies to guide children through challenging digital 

situations. By empowering parents with knowledge and tools, technology interventions 

enhance their capacity to influence children's ethical responses to online challenges. 

Additionally, technology interventions foster personalized learning experiences, tailoring 

educational content to individual needs and preferences. Adaptive learning platforms cater to 

diverse learning styles, reinforcing parental efforts to promote moral values and digital 

citizenship. For example, personalized educational apps can adjust content based on a child's 

learning pace, facilitating a more effective transfer of ethical principles. Furthermore, 

technology-based interventions enable parents to provide constructive feedback and 

corrective measures for children's online behaviour. Digital tools that track and monitor 

online activities empower parents to address inappropriate conduct promptly. By offering 

immediate feedback and implementing corrective measures, technology supports parents in 

shaping ethical digital behaviours in children. 

Technology-based interventions significantly augment parental influences on 

children's moral development and digital citizenship by extending parental guidance, 

enabling active involvement, fostering open communication, enhancing digital literacy, 

modelling ethical behaviour, enabling joint engagement, facilitating effective problem-

solving, offering personalized learning experiences, and providing feedback mechanisms. 

When used thoughtfully and in tandem with parental guidance, technology becomes a 

powerful tool for shaping ethical digital citizens. 

 

CONCLUSION AND RECOMMENDATION 

This research underscores the intricate interplay between parental influences, 

technology-based interventions, and the shaping of children's moral development and digital 

citizenship. The existing literature reveals that parental involvement remains a cornerstone, 

with active communication, setting boundaries, and serving as ethical role models being 

pivotal elements. Technology interventions emerge as transformative tools, extending 
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parental influence through educational apps, monitoring features, and collaborative online 

activities. The synergistic integration of technology with parental guidance facilitates 

personalized learning experiences, fosters digital literacy, and addresses contemporary 

challenges. Acknowledging the potential risks and challenges, such as overexposure and the 

need for vigilant monitoring, a balanced and thoughtful approach is crucial. As families 

navigate the digital landscape, the effective fusion of parental influences with technology-

based interventions emerges as a promising avenue for instilling robust moral values and 

cultivating responsible digital citizenship in the younger generation. 
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